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A METHOD AND APPARATUS FOR SECURING TRANSFER OF AND 
ACCESS TO DIGITAL CONTENT 

FIELD OF THE INVENTION 

The present invention relates to digital content, and more specifically, to 

using a secure server to provide access to digital content. 

BACKGROUND 

Compact Disc technology was developed at a time when the Internet as 
we know it today did not exist. At the time, no thought was given to the security 
issues faced today by the content industry. However, now, with the advent of 
the Internet, the security of content provided on compact disc is a problem. 

In the prior art system when a compact disc is placed in a legacy drive, the 
data can be "ripped," e.g. acquired by a computer system, and thus distributed to 
the world. Generally ripping data includes generating a digital copy of the data 
and compressing this digital copy. One example of the compression mechanism 
used is MP3. This permits a user to make any number ©f copies of the tracks 
ripped from the original disc. Furthermore, the application can make copied 
discs, which may be used by others. This is disadvantageous to the content 
providers, since users can create copied discs and distribute content via the 
Internet. It is also disadvantageous to users because ripping a disc is a tedious, 
unreliable process. 

One prior art solution is to encrypt the data on the disk, and provide a key 
to the user to decrypt the data. However, the user can pass the data key along to 
other users. Therefore, this solution is not secure. 
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SUMMARY OF THE INVENTION 

A method and apparatus for securely accessing digital content is 
provided. The method of providing secure access to content comprises 
determining an identification (ID) from a secure including content. The method 
further comprises sending a session key and the ID to a server. Furthermore, the 
method including requesting user authentication and if the user is successfully 
authenticated, receiving the session key from the server to enable reading of the 
content on the secure medium. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

The present invention is illustrated by way of example, and not by way of 
limitation, in the figures of the accompanying drawings and in which like 
reference numerals refer to similar elements and in which: 

Figure 1 is a network diagram of one embodiment of a network which 
may be used to implement the system. 

Figure 2 is a block diagram of one embodiment of a computer system 
which may be used with the present invention. 

Figure 3 is a block diagram of one embodiment of the client system. 

Figure 4 is a block diagram of one embodiment of the server system. 

Figure 5 is an overview flowchart illustrating one embodiment of the 
secure access method. 

Figure 6 is a flowchart of one embodiment of the secure drive actions for 
the secure access. 

Figure 7 is a flowchart of one embodiment of the client application actions 
for the secure access. 

Figure 8 is a flowchart of one embodiment of the secure server actions for 
the secure access. 
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DETAILED DESCRIPTION 

A method and apparatus for securing transfer of and access to digital 
content is described. The method includes a secure drive for receiving the 
secured disk, an application running on a non-secure client system, and a secure 

5 server accessible by the client system. The secured disk includes encrypted 
content and a disk ID. The secure drive accesses the content on the disk, and 
receives a disk ID. This disk ID, along with a one-time session key generated by 
the secure drive is sent to the secure server. For one embodiment, this data is 
sent via the insecure application and an insecure network. For one embodiment, 

10 this data is encrypted by the secure drive. For one embodiment, a symmetric key 
is used by the secure drive to encrypt this data. 

In response to receiving this data, the secure server looks up the 
appropriate disk validation, and requests from the application on the client 
system a user authentication. The application requests such an authentication 

15 from the user, and sends it to the secure server. For one embodiment, the secure 
server and the application use public key cryptography to communicate. 

In response to the authentication data, the secure server determines 
whether there is authentication data associated with the disk ID. If no such data 
is associated with the disk ID, the server associates the newly received data with 

20 the disk ID. The secure server then considers the user authenticated. If there is 
authentication data associated with the disk ID, the secure server verifies that the 
newly received data matches the data associated with the disk ID. If so, the 
secure server considers the user authenticated. The secure server then returns to 
the application a content decryption key to decrypt the content on the disk, and 

25 the session key. 
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The application, upon receiving these keys, requests the data from the 
secure drive. After the secure drive receives the validation, indicating that the 
user has been authorized to receive the data, the drive encrypts the data using 
the session key, and sends it to the application. The application uses the session 

5 key to decrypt the data, and then uses the content decryption key to perform 
additional decryption. The content is then available to the user via the 
application. In this way, the content is only accessible if the user authentication 
matches the user who is associated with the disk ID. 

The term "disk" in the present application means any medium, removable 

10 or fixed, optical, silicon, or magnetic, which may be used to store encrypted 
content. For simplicity, the term disk will be used henceforth. However, the 
disk may be a flash memory, a hard drive, an optical disc, a magnetic drive, a 
memory stick, or another type of storage device. The term "drive" in the present 
application is any device for accessing secure content, and which interacts with 

15 the disk. The drive may be an application, device, or memory interface into 
which the disk may be placed. For simplicity, however, the term drive will be 
used henceforth. 

For one embodiment, the disk may include data that is not encrypted, in 
addition to the encrypted data. However, the encrypted data may be designed 
20 to be accessible only by secure drives. In that instance, the data discussed below 
only refers to the encrypted data. For one embodiment, the disk format used for 
this mechanism may be the Gold format described in U.S. Patent Application 

Serial No. , entitled "Secure Compact Disc Technology." 

Figure 1 is a network diagram of one embodiment of a network that may 
25 be used to implement the system. Client 100 is coupled to a trusted server 150 
via network 140. For one embodiment, network 140 is an insecure network, such 
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as the Internet. The client 100 may be coupled to the network 140 via a modem, a 
digital subscriber line (DSL), a wireless connection, a local area network (LAN), 
or another type of connection. 

Further, content providers 160 are coupled to the network 140. Content 

5 providers 160 provide digital content to the disk 130. 

Client system 100 is a computer system, which may be used to run an 
application 110. The application 110 is able to pass data from the client 100 
through the network 140 to the trusted server 150. The client 100 further 
includes a secure drive 120. A secure drive 120 receives the disk 130 including 

10 content. The secure drive 120 is considered secure because it is not directly 
accessible by the application 110 or anything running on the client device 100. 
The secure drive 120 furthermore uses encryption, as will be described below, to 
securely send messages through the network 140, without permitting the 
application 110 or client 100 to decipher the message. Secure disk 130 is 

15 considered secure because content on the secure disk 130 is encrypted, or 

otherwise made inaccessible directly by the application 110 or client 100 without 
a decryption key or similar logic. 

For one embodiment, the server 150 may reside on the same system as the 
client 100. As is known in the art, a single device may server as both a server 150 

20 and a client 100. In that instance, the data being sent from server 150 to client 100 
is not sent via network 140, but rather internally. However, otherwise, the 
mechanisms described below are not substantively changed. 

Figure 2 is one embodiment of computer system on which the present 
invention may be implemented. It will be apparent to those of ordinary skill in 

25 the art, however that other alternative systems of various system architectures 
may also be used. 
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The system illustrated in Figure 2 includes a bus or other internal 
communication means 245 for communicating information, and a processor 240 
coupled to the bus 245 for processing information. The system further comprises 
a random access memory (RAM) or other volatile storage device 250 (referred to 

5 as memory), coupled to bus 245 for storing information and instructions to be 
executed by processor 240. Main memory 250 also may be used for storing 
temporary variables or other intermediate information during execution of 
instructions by processor 240. The system also comprises a read only memory 
(ROM) and/or static storage device 220 coupled to bus 245 for storing static 

10 information and instructions for processor 240, and a data storage device 225 
such as a magnetic disk or optical disk and its corresponding disk drive. Data 
storage device 225 is coupled to bus 245 for storing information and instructions. 

The system may further be coupled to a display device 270, such as a 
cathode ray tube (CRT) or a liquid crystal display (LCD) coupled to bus 245 

15 through bus 265 for displaying information to a computer user. An 

alphanumeric input device 275, including alphanumeric and other keys, may 
also be coupled to bus 245 through bus 265 for communicating information and 
command selections to processor 240. An additional user input device is cursor 
control device 280, such as a mouse, a trackball, stylus, or cursor direction keys 

20 coupled to bus 245 through bus 265 for communicating direction information 
and command selections to processor 240, and for controlling cursor movement 
on display device 270. Another device that may optionally be coupled to bus 245 
thorough bus 265 is a communication device 290 for accessing other nodes of a 
distributed system via a network. The communication device 290 may include 

25 any of a number of commercially available networking peripheral devices such 
as those used for coupling to an Ethernet, token ring, Internet, or wide area 
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network. Note that any or all of the components of this system illustrated in 
Figure 2 and associated hardware may be used in various embodiments of the 
present invention. 

It will be appreciated by those of ordinary skill in the art that any 

5 configuration of the system may be used for various purposes according to the 
particular implementation. The control logic or software implementing the 
present invention can be stored in main memory 250, mass storage device 225, or 
other storage medium locally or remotely accessible to processor 240. Other 
storage media may include floppy disks, memory cards, flash memory, or CD- 

10 ROM drives. It will be apparent to those of ordinary skill in the art that the 

methods and processes described herein can be implemented as software stored 
in main memory 250 or read only memory 220 and executed by processor 240. 
This control logic or software may also be resident on an article of manufacture 
comprising a computer readable medium having computer readable program 

15 code embodied therein and being readable by the mass storage device 225 and 
for causing the processor 240 to operate in accordance with the methods and 
teachings herein. 

The software of the present invention may also be embodied in a 
handheld or portable device containing a subset of the computer hardware 

20 components described above. For example, the handheld device may be 
configured to contain only the bus 245, the processor 240, and memory 250 
and/or 225. The handheld device may also be configured to include a set of 
buttons or input signaling components with which a user may select from a set of 
available options. The handheld device may also be configured to include an 

25 output apparatus such as a liquid crystal display (LCD) or display element 

matrix for displaying information to a user of the handheld device. Conventional 
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methods may be used to implement such a handheld device. The implementation 
of the present invention for such a device would be apparent to one of ordinary 
skill in the art given the disclosure of the present invention as provided herein. 
Figure 3 is a block diagram of one embodiment of the client system. The 
5 client 100 includes the secure device 120, which is the device into which the disk 
130 is inserted. As discussed above, the secure device 120 may be a disk drive, or 
similar device. For another embodiment, the secure device 120 may be a device 
bay to receive a memory device of another type. 

The secure device 120 includes a symmetric key 310 to encrypt data being 
10 sent to the secure server, which has the other copy of the symmetric key. For one 
embodiment, the symmetric key is unique for each device 120, and is generated 
at the time the device 120 is manufactured. As each device 120 is manufactured, 
it is registered with the secure server (not shown). Thus, the secure server has a 
copy of the unique symmetric key of the device 120. 
15 For another embodiment, the symmetric key may be the same for each 

device 120, or for each set of devices. For one embodiment, the symmetric key of 
the device 120 may be updateable by the secure server. Thus, for example, the 
symmetric key may be updated periodically, or if hacking attempts are detected, 
or for any other reason. 
20 For another embodiment, the device 120 may include a plurality of keys 

which may be used. For example, one of the plurality of keys may be selected 
randomly. For another embodiment, the key selected by depend on the security 
level of the data. For one embodiment, if the data is highly secure, the device 120 
or the secure server may request data encrypted with a second symmetric key, 
25 after data has been received encrypted by the first key. In this way, hacking into 
the system is made even more difficult. 
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For another embodiment, another type of encryption scheme may be used, 
such as public key encryption. In that instance, the key 310 may be a public key 
generation logic, to generate another type of key. 

The secure device 120 further includes session key generation logic 315. 
5 As will be described in more detail below, each session in which data is uploaded 
to the insecure application 110 uses a session key. This prevents replay attacks, 
where previously obtained keys and data is used to access disk content. For one 
embodiment, the session key is a public-private key pair type of key. 

Encryption logic 320 uses the session key - generated by session key 
10 generator 315 - to encrypt content being sent to the application 110. Encryption 
logic 320 furthermore uses the symmetric key to encrypt data being sent to the 
secure server (not shown) over the insecure network 140. 

Authentication logic 325 sends a disk ID 345 retrieved from the disk, as 
well as the session key, encrypted by the symmetric key, to the server (not 
15 shown). The server then responds, either directly to the authentication logic 325 
or through application 110, with an authentication signal. The authentication 
logic 325 waits for the authentication signal, based on the symmetric key and 
session key, from the secure server, indicating that the user attempting to access 
the data has been authenticated. For another embodiment, the authentication 
20 logic 325 receives this authentication from the application 110, which receives the 
data used for the authentication from the secure server. Unless the 
authentication logic 325 receives the authentication, no data is read from the disk 
130 or passed to application 110. 

Disk reader 330 reads the data from the disk 130, and passes the data to 
25 encryption logic 320. Encryption logic 320 uses the session key to encrypt the 
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data received from the disk 130, and passes the encrypted data to the application 
110. 

The disk 130 includes pre-encrypted content 340. The disk 130 further 
includes the disk ID 345, which is used by the secure server, as will be described 
5 below. 

The application 110 includes a user interface (UI) 350, which permits it to 
interface with the user, to receive data from the user, and request data from the 
user, and otherwise permit the user to interact with the application 110 and the 
disk content. 

10 User authentication interface 355 receives a request from the secure server 

(not shown) in response to the disk ID, to request authentication from the user. 
For one embodiment, the user authentication interface 355 may provider various 
types of authentication, including receiving a user name and password, a credit 
card number, a disk-provider-specific smart card or similar identification, a 

15 biometric identification, or another type of user authentication. This data is 
passed by the application 110 to the secure server. For one embodiment, 
encryption logic 360 encrypts the user authentication data prior to passing it to 
the secure server. For one embodiment, encryption logic 360 uses a public key 
encryption protocol, which is known in the art, to encrypt data. 

20 If the user authentication is successful, the secure server returns the disk 

key and a session key to the key logic 370 or application 110. For one 
embodiment, key logic 370 passes the authentication data to the authentication 
logic 325 in the secure device 120. 

If the user is successfully identified, the secure device 120 starts sending 

25 the encrypted data to application 110. The streaming decryption logic 365 

receives the data, and uses the keys in key logic 370 to decrypt the data received 
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from the secure device 120. The decrypted data is now available to the 
application 110. The application 110 may play the data, or otherwise interact 
with the data, to make it available to the user. 

Figure 4 is a block diagram of one embodiment of the server system. The 

5 trusted server 150 includes a network interface 410 to receive communications 
from the client system (not shown). 

The trusted server 150 receives a disk ID and a symmetric key from a 
trusted device (not shown) in response to a user request to read data on a secure 
disk. The encryption logic 430 uses the symmetric key 420 for the particular 

10 drive to decrypt the data. The trusted server 150 further includes a disk ID 

lookup logic 460, which looks up the disk ID, and retrieves an authorization level 
for the particular disk. This data is then passed to the network interface 410, and 
the request for user validation, corresponding to the authorization level for the 
disk. When validation is received, the user validation logic 440 determines 

1 5 whether the validation is correct. As will be described below, the user validation 
logic 440 determines whether the data received from the user corresponds to the 
data associated with the disk. 

For one embodiment, data such as the request for validation and the user 
data received is encrypted, using PGP encryption or the like, using encryption 

20 logic 430. 

If the user validation logic 440 determines that the user has been 
authenticated as someone with valid access to the disk, then content key lookup 
logic 450 determines the decryption key for the disk. As discussed above, data is 
stored encrypted on the disk. The decryption key for the disk is stored on the 
25 trusted server 150. The content key lookup 450 passes the disk decryption key to 
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the application on the client system. Furthermore, the session key, received from 
the trusted drive is also sent back to the application. 

For one embodiment, the key used to decrypt the data content may be a 
modified key, modified by a session key received from the trusted drive, as 
5 described above. Thus, the decryption key passed to the application may be a 
one-time decryption key, since it incorporates both the one-time session key and 
the permanent disk decryption key. 

In this way, the trusted server 150 can securely pass the disk decryption 
key to an insecure application, to permit an insecure application to access a 
10 secure disk. 

Figure 5 is an overview flowchart illustrating one embodiment of the 
secure access method. The process starts at block 510, when a user attempts to 
access a secure disk, using a secure drive. 

At block 520, the secure disk is identified. For one embodiment, in 
15 response to a drive inquiry about access, the disk returns a disk ID, identifying 
the particular disk. For one embodiment, the disk ID may be unique to the 
particular disk. For another embodiment, the disk ID may be shared among a 
number of disks. 

At block 530, the trusted drive generates a session key. For one 
20 embodiment, the session key is a public key/ private key pair. For another 

embodiment, the session key may be a random string of numbers. The session 
key, along with the disk ID is then sent to the server. 

At block 540, the server, in response to receiving a disk ID, requests user 
authorization, through the application. 
25 At block 550, the process determines whether the user is authorized to 

access the particular disk associated with the disk ID. If the user is not 
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authorized, the process continues to block 560, and the disk is not played. For 
one embodiment, the user may be informed that the authentication failed, and 
prompted to attempt to re-authenticate. The process then ends, at block 590. 
If the user is found to be authorized to access the disk, the process 
5 continues to block 570. 

At block 570, the doubly encrypted data is streamed from the secure drive 
to the application. The data is encrypted with the inherent encryption on the 
disk, and further encrypted with the session key generated at block 530 above. 
At block 580, the data is decrypted by the application and made available 
10 to the user. For one embodiment, the data may be music, and the music may be 
played. The data may be other forms of data, and may be made available as 
appropriate. The process then ends, at block 590. 

Figure 6 is a flowchart of one embodiment of the secure drive actions for 
secure access. The process starts at block 610, when a new disk is placed in the 
15 drive, or when a new request is made to access the disk in the drive. 

At block 615, the disk is detected in the drive. At block 620, the process 
determines whether the disk is a secure disk. If the disk is not a secure disk, the 
process continues to block 625. At block 625, the data is handled as normal, and 
sent to the application. The process then ends from the secure drive's 
20 perspective, at block 630. 

If the disk is a secure disk, at block 620, the process continues to block 635. 
At block 635, the disk ID of the disk is detected. For one embodiment, the disk 
ID is a string of numbers uniquely identifying the particular disk. For another 
embodiment, the disk ID identifies the disk, and is shared by all disks from that 
25 particular artist/label/title. For another embodiment, subgroups of disks share 
the same disk ID. 
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At block 640, a session key is generated. The session key may be a public 
key /private key pair, or a random string of numbers, or another type of key. 
The function of the session key is to prevent replay attacks. Because each session 
key is unique, attempting to decrypt data using an old key would not work. 

5 At block 645, the session key and the disk ID are encrypted with the 

symmetric key of the secure drive, and sent to the secure server. For one 
embodiment, the symmetric key is unique to the particular drive, and the trusted 
server has a copy of the symmetric key. For another embodiment, another type 
of encryption may be used to encrypt this data, such as public key/private key 

10 encryption. For one embodiment, this data is sent through the insecure 

computer system. However, since the data is encrypted, the insecure application 
can not access the data. 

At block 650, the process determines whether authorization has been 
received to pass the data to the application. For one embodiment, authorization 

15 is received directly from the trusted server. For another embodiment, 

authorization is received through the application, using the session key, as will 
be described below. If no authorization is received within a preset period of 
time, the process ends at block 630. For one embodiment, there is a time-out 
function, to prevent someone from hacking into the system to obtain the 

20 particular session key, to use for authorizing data access. 

If authorization is received, the process continues to block 660. 
At block 660, the pre-encrypted data retrieved from the disk is encrypted 
with the session key. At block 670, the doubly encrypted data is sent by the 
secure drive to the application. The process then ends, at block 630. 

25 By generating a unique one-time session key, the secure drive can protect 

access to the disk. If a cracker breaks the disk ID code, he or she still would be 
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unable to access the data on the disk, without the one-time session key. Since the 
one-time session key is only useful for a limited period of time, such as 5 
minutes, it would be very difficult to break the session key. Therefore, data on 
the disk remains secure. 

5 Figure 7 is a flowchart of one embodiment of the client application actions 

for secure access. The process starts at block 710. For one embodiment, the client 
application is turned on or run whenever a user wishes to access a disk. The 
application, as is normal, notifies the drive that it wishes to access the disk. 

At block 715, an encrypted data packet is received from the drive, and 

10 forwarded to the secure server, requesting decryption. The application 

recognizes the encrypted data packet, although it can not access the contents. 

At block 717, the application receives an authentication request from the 
secure server. The authentication is provided by the user. Thus, at block 720, the 
application requests an authentication from the user. For one embodiment, the 

15 request from the server specifies which type of authentication should be 

requested. For another embodiment, a single type of authentication may be 
used. The authentication mechanism is irrelevant to this process. The types of 
authentication may be varied, from passwords and user names to biometrics to a 
smart card or the like. The application requests the appropriate authentication 

20 from the user. For another embodiment, the authentication may be within the 
application, such as a stored password/user ID. In that instance, this block may 
be skipped, and the application may be directly continue to block 745, to return 
the authentication data to the secure server. 

At block 725, the process determines whether the authentication was 

25 received from the user. If no authentication was received, the process, at block 
730, determines whether the authentication request has been timed-out. For one 
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embodiment, there may be a time-out feature, to prevent a user from hacking 
into the system. If there has been a timeout, the process ends at block 740. 
Otherwise, the process returns to block 725, to wait for the authentication data. 
For another embodiment, this step may be skipped, and the application may wait 
5 indefinitely for the authentication data. 

If user authentication was received at block 725, the process continues to 
block 745. 

At block 745, the authentication data is sent to the server. The 
authentication data, for one embodiment, is encrypted using public key/ private 
10 key encryption. Alternative methods of protecting the authentication data may 
be used. 

At block 750, the process determines whether a validation key (e.g. session 
key) and disk key has been received from the server. For one embodiment, this 
data is again returned using public key /private key encryption. For one 
15 embodiment, a single key, comprising a combination of the disk key and the 
session key may be returned. This would prevent someone from cracking the 
encryption between the secure server and the application, and obtaining the disk 
key. 

At block 760, a validation is sent to the drive. For one embodiment, the 
20 validation comprises data encrypted with the session key. The only way for the 
application to obtain the session key is from the server, after the user has been 
authenticated. Thus, this validates to the secure drive that the application has 
successfully authenticated the user. For one embodiment, data such as a time- 
stamp or the like is sent, to further make replay attacks difficult. 
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At block 770, the encrypted data stream is received from the disk. The 
encrypted data stream is received in response to the original request for the data 
and the validation. 

At blocks 775 and 780, the data is decrypted using the session key and the 
5 disk key. For one embodiment, as discussed above a single key, which includes 
both the session key and the disk key is returned to the application, and the 
application uses this combined key for decryption. At this point, the data is 
available to the application. 

At block 785, the data is used by the application, as appropriate. For one 
10 embodiment, if the data is music or the like, the application plays the music. The 
process then ends at block 790. For one embodiment, this entire exchange takes 
less only a few seconds and does not noticeably slow the data availability. 

Figure 8 is a flowchart of one embodiment of the secure server actions for 
secure access. The process starts at block 810. 
15 At block 815, the server receives the encrypted disk ID and session key 

from the drive. As described above, in one embodiment, this data is transmitted 
through the insecure application. 

At block 820, the server attempts to decrypt the data using the symmetric 
key associated with the drive, and determines whether the decryption is 
20 successful. If the decryption is not successful, the process continues to block 825, 
and the authorization process fails. The process then ends at block 830. 

If, at block 820, the decryption was successful, the server has a decrypted 
disk ID and session key. The process then continues to block 835. 

At block 835, the process looks up the disk ID, and identifies a user 
25 authorization associated with the disk ID, as well as the disk key. For one 

embodiment, the disk ID is stored in a database, and each disk ID has associated 
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with it a disk key. As discussed above, the disk ID may be unique to the 
individual disk, to the particular title, to this particular pressing of the particular 
title, to a particular manufacturing cycle of the disk, or similar. For one 
embodiment, different authentication levels may be defined by the disk 

5 distributor/manufacturer. Thus, the disk ID may be associated with a particular 
authentication format which should be used for the disk. For example, a label 
may decide that smart cards should be distributed with each disk, and that the 
insertion of the smart card into a reader is the appropriate authentication 
mechanism. Other labels, artists, or manufacturers/creators/distributors may 

10 set other authentication mechanisms. For another embodiment, a single 
authentication mechanism may be used for all disks. 

At block 840, the process determines whether the disk ID was found in the 
database, and whether the corresponding disk key was found. If either was not 
found, the authorization fails, and the process continues to block 825. 

15 If the disk key is found, the process continues to block 845. At block 845, 

the appropriate type of user authentication is requested from the application. 
For one embodiment, this request is passed to the application in an encrypted 
form. As described above, the application in turn requests authentication from 
the user, and returns that data to the server. 

20 At block 850, the user authentication data is received from the application. 

For one embodiment, this data too is received encrypted, and is decrypted by the 
server. The user authentication data corresponds to the requested data. 

At block 855, the process determines whether the user has been 
successfully authenticated. For one embodiment, the process determines 

25 whether the user is already in the database, as an authorized user. If the user is 
not found in the database, he or she is added to the database. In that case, the 
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authentication is successful If the user is found in the database, the process 
determines whether the user is authorized for the particular disk being 
requested. If the user is authorized, the authentication is successful If the user is 
not authorized, the authentication fails. In that case, the process continues to 
5 block 825. 

If the user is successfully authenticated, the process continues to block 860. 
At block 860, the disk key and session key are returned to the application. For 
one embodiment, as discussed above, a single key is returned, which performs 
the function of both the disk key and session key. The server can combine the 

10 two keys, both of which are known to the server. In that case, the application 

only has to perform a single decryption, and the disk key is never made available 
to the insecure application or user. The disk key and session key are returned 
encrypted. The process then ends, at block 830. 

The application then can use the keys to validate itself to the secure drive, 

15 and decrypt the data received from the secure drive. In this way, replay attacks 
are prevented, and the data on the secure disk is maintained as secure. 

In the foregoing specification, the invention has been described with 
reference to specific exemplary embodiments thereof. It will, however, be 
evident that various modifications and changes may be made thereto without 

20 departing from the broader spirit and scope of the invention as set forth in the 
appended claims. For example, although the term "disk" and "drive" were used 
throughout the specification, it is to be understood that the term "disk" refers to 
any medium which may be used to store data, while the term "drive" refers to a 
device for accessing secure content on the medium. The specification and 

25 drawings are, accordingly, to be regarded in an illustrative rather than a 
restrictive sense. 
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CLAIMS 



What is claimed is: 

1 1. A method of providing secure access to content comprising: 

2 determining a secure medium identification (disk ID) from a secure 

3 medium including content; 

4 sending a session key and the disk ID to a server; 

5 requesting user authentication; and 

6 if the user is successfully authenticated, receiving the session key from the 

7 server to enable reading of the content on the secure medium. 

1 2. The method of claim 1, further comprising: 

2 streaming encrypted content to an application. 

1 3. The method of claim 2, further comprising; 

2 the application using the session key returned by the server to decrypt the 

3 encrypted content, and display the content. 

1 4. The method of claim 1, wherein the content is stored as encrypted 

2 content on the secure medium. 

1 5. The method of claim 4, further comprising: 

2 receiving a content decryption key from the server, in response to the disk 

3 ID and the user authentication. 

1 6. The method of claim 5, wherein the content decryption key is 

2 determined based on the disk ID. 
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1 7. The method of claim 6, further comprising: 

2 the application using the content decryption key and the session key 

3 returned by the server to decrypt the content received from the secure medium; 

4 and 

5 playing the content. 

1 8. The method of claim 1, further comprising a trusted device for 

2 accessing secure content: 

3 reading the disk ID from the secure medium and generating a one-time 

4 session key; and 

5 sending an encrypted copy of the disk ID and session key to the server. 

1 9. The method of claim 8, wherein the disk ID and session key are 

2 encrypted using a symmetric key. 

1 10. The method of claim 1, wherein the secure medium is selected from 

I among the following: an optical disc, a flash memory, a hard drive, a magnetic 

3 drive, a memory stick, or another type of storage device. 

1 11. The method of claim 1, wherein the content is digitally encoded 

2 music. 

1 12. The method of claim 1, wherein user authentication comprises one 

2 or more of the following: a credit card, a debit card, electronic cash, a user- 

3 specific ID card. 
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1 13. The method of claim 1, wherein the user authentication comprises 

2 one or more of the following: a password, a user identification, a biometric 

3 identification. 

1 14. The method of claim 1, wherein authenticating the user comprises: 

2 determining if the disk ID is already associated with a user; and 

3 if the disk ID is not yet associated with the user, associating the user 

4 authentication data with the disk ID. 

1 15. The method of claim 15, further comprising: 

2 if the disk ID is associated with a user, determining that the current user 

3 authentication matches the user associated with the disk ID, to authenticate the 

4 user. 

1 16. The method of claim 15, further comprising: 

2 if the user authentication does not match the user associated with the disk 

3 ID, refusing to return the session key, thereby preventing display of the content. 

1 17. An apparatus comprising a secure device for accessing secure 

2 content coupled to a client system comprising: 

3 a reader to read an identification (ID) and content from a secure medium; 

4 an encryption logic to send the ID encrypted to a server; 

5 an authentication logic to receive authentication from the server 

6 indicating approval to read the content of the secure medium; 

7 the reader further to read the content; and 
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8 the encryption logic further to encrypt the content prior to sending the 

9 content to an application. 

1 18. The apparatus of claim 17, wherein the encryption logic uses a 

2 symmetric key to encrypt the ID. 

1 19. The apparatus of claim 17, further comprising: 

2 a session key generation logic to generate a one-time session key, the 

3 session key send with the ID to the server. 

1 20. The apparatus of claim 17, further comprising an application on the 

2 client system comprising: 

3 a user authentication interface to request a user authentication in response 

4 to a server request, and to send the data received from a user to the server; 

5 a key logic to receive a decryption key from the server, if the user is 

6 successfully authenticated; and 

7 a streaming decryption logic to receive data from the secure device and 

8 decrypt the data using the key received from the server, and play the data. 

1 21. The apparatus of claim 20, wherein the decryption key is a session 

2 key and a content decryption key. 

1 22. The apparatus of claim 17, further comprising a secure server 

2 coupled to the client system via a network, the secure server comprising: 

3 a network interface to receive the ID and a session key from the secure 

4 device; 
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5 a user validation logic to request a user validation from the client system 

6 and determine whether the user has permission to access the secure medium 

7 identified by the ID; and 

8 an encryption logic to return the session key and a content decryption key 

9 if the user has permission to access the secure medium. 

1 23. The apparatus of claim 22, further comprising: 

2 the encryption logic further to decrypt data received from the secure 

3 device using a symmetric key. 

1 24. The apparatus of claim 22, further comprising: 

2 an ID lookup to determine the content decryption key based on the ID. 

1 25. A client system to securely access digital content on a secure 

2 medium, the client system comprising: 

3 a secure device comprising: 

4 a reader to read an ID and content from the secure medium; 

5 an authentication logic to receive authentication from the server 

6 indicating approval to read the content of the secure medium; 

7 and 

8 an encryption logic further to encrypt the content prior to sending 

9 the content to an application; 

10 an application comprising: 

11 a user authentication interface to request a user authentication in 

12 response to a server request, and to send the data received 

13 from a user to the server; 
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14 a key logic to receive a decryption key from the server, if the user is 

15 successfully authenticated; and 

16 a streaming decryption logic to receive data from the secure device 

17 and decrypt the data using the key received from the server, 

1 8 and play the data. 
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ABSTRACT OF THE DISCLOSURE 

A method and apparatus for securely accessing digital content is 
provided. The method of providing secure access to content comprises 
determining an identification (ID) from a secure including content. The method 
further comprises sending a session key and the ID to a server. Furthermore, the 
method including requesting user authentication and if the user is successfully 
authenticated, receiving the session key from the server to enable reading of the 
content on the secure medium. 
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